How to Access
Essentris/AHLTA/CHCS
from a Windows PC or Mac

Nicholas Wells, MD
LCDR MC USN



Mac



What do you need

* Mac (MacOS 10.6.x and later)
* CAC reader

* Chrome or Safari
 Safari requires additional setup

e Citrix download
* About 20 minutes of your time




Citrix (Step 1)

e Citrix is a free program that will allow you to remotely connect to
Essentris/AHLTA/CHCS

* At the end of installation it will ask you if you want to ‘Add an
Account’. No! Just click Finish.



Citrix (Step 1

e 1) Download Citrix

™M Setting up AHLTA for home P x ~ [#] Receiver - Citrix X

@ Secure https://www.citrix.com/products/receiver/

CiTRIX

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client software that provides

access to your XenDesktop and XenApp installations. With thiz
4 Productivitv Abos

easily and securely from any device, including smag
tablets, PCs and Macs.

Download Receiver 12.5 for Mac

About Installing Citrix Receiver

© Where can | download Citrix Receiver on other platforms and devices?

- rm
Graohics Intensive AGPS
-

Buttondown




Download Certificates (Step 2

e Download and install the five DoD Certificate files

Buttondown

- MilitaryCAC's Mac OS X Instal X

® www.militarycac.com

o |
TopHit = Keychain Access
Keychain Access
Select login (under Keychains), and All Items (under Category).
® 0o
| ':‘] Click to lock the login keychain.
Keychains
& DANBERRY.
) System

i cricache.db
Category

|

Passwords
Secure Notes
EJ My Certificates
Keys
Certificates

Download these 4 files (you might need to <ctrl> click, select Download Linked File As...) Save to your
downloads folder
http://militarycac.com/maccerts/MacAllCerts.p7b,
http://militarycac.com/maccerts/MacRootCert2.p7b,
http://militarycac.com/maccerts/MacRootCert3.p7b, and

http://militarycac.com/maccerts/MacRootCert4.p7b
Double click each of the .p7b files to install certificates into the login section of keychain

The certificates that will be installed are:
DOD CA-27 through DOD CA-32,




Trust DoD Root Certificates (Step 3

* With CAC inserted into reader go to your Keychain Access (you can

find this with Finder)

* Under ‘System Certificates’ locate DoD Root CA 2-5.

[ Clickto unlock the System keychain.

N 3

Keychains
CACN...9e1b77¢59
login

iCloud

System

System Roots

Category
All ltems
Passwords
Secure Notes
My Certificates
Keys
Certificates

DoD Root CA 4

Certifieate N
et | Root certificate authority

@ This root certificate is not trusted

z
F
3
£l

DOD EMAIL CA-31
DOD EMAIL CA-32
DOD EMAIL CA-33
DOD EMAIL CA-34
DOD EMAIL CA-39
DOD EMAIL CA-40
DOD EMAIL CA-41
DOD EMAIL CA-42
DOD EMAIL CA-43
DOD EMAIL CA-44
DOD ID CA-33
DOD ID CA-34
DOD ID CA-39
DOD ID CA-40
DOD ID CA-41
DOD ID CA-42
DOD ID CA-43
DOD ID CA-44
DOD ID SW CA-35
DOD ID SW CA-36
DOD ID SW CA-37
DOD ID SW CA-38
DOD ID SW CA-45
DOD ID SW CA-46
DOD ID SW CA-47
DOD ID SW CA-48
DoD Root CA 2
DoD Root CA 3
[ig) DoD Root CA 4

5 o o o o o o e o e o e o

i

Expires: Sunday, July 25, 2032 at 3:48:23 PM Eastern Daylight Time

Kind

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

42 items

Expires

Jan 16, 2019, 9:52:43 AM
Feb 4, 2019, 3:48:12 PM
Sep 22, 2021, 9:34:57 AM
Sep 22, 2021, 9:41:54 AM
Nov 8, 2021, 9:14:47 AM
Nov 8, 2021, 9:18:43 AM
Nov 9, 2021, 11:05:27 AM
Nov 9, 2021, 11:09:42 AM
Nov 9, 2021, 11:11:02 AM
Nov 9, 2021, 11:12:16 AM
Sep 22, 2021, 9:32:32 AM
Sep 22, 2021, 9:40:30 AM
Nov 8, 2021, 9:21:57 AM
Nov 8, 2021, 9:22:54 AM
Nov 9, 2021, 11:13:56 AM
Nov 9, 2021, 11:15:02 AM
Nov 9, 2021, 11:16:01 AM
Nov 9, 2021, 11:18:14 AM
Sep 22, 2021, 9:37:50 AM
Sep 22, 2021, 9:44:42 AM
Sep 23, 2021, 11:23:05 AM
Sep 23, 2021, 11:24:51 AM
Mar 9, 2022, 8:28:56 AM
Mar 9, 2022, 9:22:27 AM
Apr 13, 2022, 9:12:43 AM
Apr 13, 2022, 9:19:49 AM
Dec 5, 2029, 10:00:10 AM
Dec 30, 2029, 1:46:41 PM
Jul 25, 2032, 3:48:23 PM

Keychain
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System



Trust DoD Root Certificates

* If there is a red X you need to manual set your Mac to trust these

certificates

u Click to unlock the System keychain.

Keychains
() CACN...9e1b77c59
@ login
iCloud
() System
=] system Roots

Category
A Allltems
/.. Passwords
Secure Notes
L3l My Certificates
i Keys
[ Certificates

DoD Root CA 4
Root certificate authority

Certifieate

Expires: Sunday, July 25, 2032 at 3:48:23 PM Eastern Daylight Time

Name

[Z] DOD EMAIL CA-31
[Z] DOD EMAIL CA-32
[Z] DOD EMAIL CA-33
[CZ] DOD EMAIL CA-34
[Z] DOD EMAIL CA-39
[E] DOD EMAIL CA-40
[5] DOD EMAIL CA-41
[Z] DOD EMAIL CA-42
[Z] DOD EMAIL CA-43
[Z] DOD EMAIL CA-44
[Z] DOD ID CA-33

[Z] DOD ID CA-34

[Z] DOD ID CA-39

[Z] DOD ID CA-40

[Z] DOD ID CA-41

[Z] DOD ID CA-42

[Z] DOD ID CA-43

[5] DOD ID CA-44

[Z] DOD ID SW CA-35
[Z] DOD ID SW CA-36
[Z] DOD ID SW CA-37
[Z] DOD ID SW CA-38
[Z] DOD ID SW CA-45
[Z] DOD ID SW CA-46
[=] DOD ID SW CA-47
[Z] DOD ID SW CA-48
[z} DoD Root CA 2
[ DoD Root CA 3
[y DoD Root CA 4

i

© This root certificate is not trusted

Kind

certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate
certificate

42 items

Expires
Jan 16, 2019, 9:52:43 AM
Feb 4, 2019, 3:48:12 PM
Sep 22, 2021, 9:34:57 AM
Sep 22, 2021, 9:41:54 AM
Nov 8, 2021, 9:14:47 AM
Nov 8, 2021, 9:18:43 AM
Nov 9, 2021, 11:05:27 AM
Nov 9, 2021, 11:09:42 AM
Nov 9, 2021, 1:11:02 AM
Nov 9, 2021, 11:12:16 AM
Sep 22, 2021, 9:32:32 AM
Sep 22, 2021, 9:40:30 AM
Nov 8, 2021, 9:21:57 AM
Nov 8, 2021, 9:22:54 AM
Nov 9, 2021, 11:13:56 AM
Nov 9, 2021, 11:15:02 AM
Nov 9, 2021, 11:16:01 AM
Nov 9, 2021, 1
Sep 22, 2021, 9:
Sep 22, 2021, 9:44:42 AM
Sep 23, 2021, 11:23:05 AM
Sep 23, 2021, 11:24:51 AM
Mar 9, 2022, 8:28:56 AM
Mar 9, 2022, 9:22:27 AM
Apr 13, 2022, 9:12:43 AM
Apr 13, 2022, 9:19:49 AM
Dec 5, 2029, 10:00:10 AM
Dec 30, 2029, 1:46:41 PM
Jul 25, 2032, 3:48:23 PM

Keychain
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System
System



> DoD Root CA 3
T r U St D O D R O Ot _(W”/ﬁ'”/ﬂ Root certificate authority

Expires: Sunday, December 30, 2029 at 1:46:41 PM Eastern Standard Time

Ce rt | fl C a te S et & This root certificate is not trusted

Vv Trust

 Double click on the red X’d DoD Root

Certificate When using this certificate; Use System Defaults & 7

* Click on Trust and change the “When using Secure Sockets no value specified &
this certificate” to ’Always trust’ then exit 21l (S/MIME) | no value specified ¢
out the window and save with admin
password. thentication (EAP) no value specified C

IP Security (IPsec) no value specified c

* Complete this with each DoD Root o - -

Certificate that is untrusted. Code Signing | no value specified ¥
Time Stamping no value specified C
X.509 Basic Policy no value specified e

Vv Details

Country US
Organization U.S. Government
Organizational Unit DoD



DoD Root CA 3

Root certificate authority

Expires: Sunday, December 30, 2029 at 1:46:41 PM Eastern Standard Time
€ This root certificate is not trusted

Trust DoD Root Gl

ool

Certificates B

* Double click on the red X’d DoD Root v Trust
Certificate When using this certificate: ~ Always Trust s ?
° H «“ H
C|I.Ck on .T.rust z’a’nd c’hange the VYhen using cecure Sockete J5L) (Always Trust 5
this certificate” to ’Always trust’ then exit _ R
out the window and save with admin ail (S/MIME) | Always Trust v
password. Extensibl entication (EAP)  Always Trust <
. . IP Security (IPsec) Always Trust C
* Complete this with each DoD Root Y Y ~
o . . —
Certificate that is untrusted. Code Signing | Always Trust °
Time Stamping Always Trust C
X.509 Basic Policy Always Trust c

Vv Details

Country US
Organization U.S. Government
Organizational Unit DoD



Accessing AVHE

e https://avhe.health.mil




Accessing AVHE

* https://avhe.health.mil o Select a certificate
s s Select a certificate to authenticate yourself to avhe-bethesda.health.mil:443
e Select DoD Email certificate ®

e Press ‘OK’

-

WELLS.NICHOLAS.JAMES. 1 JI__M (DOD CA-31)

WELLS.NICHOLAS.JAMES.” '@ -~ pg (DOD EMAIL CA-31)
WELLS.NICHOLAS.JAMES. [ (DOD CA-31)

Show Certificate Cancel OK




Accessing AVHE

* Enter CAC pin (sometimes will ask more
than once)

"Google Chrome" is trying to authenticate user.

Enter PIN to allow this.

PIN:

Cancel OK



) AVHE N

AC C e S S i n g AV H E ' < @ Secure  https://avhe health.mil Citrix/AVHEWeb

b

Welcome to Citrix Receiver

CiTRIX
- Use Citrix Receiver to access your appiications and deskiops.

Receiver

Detect Receiver




@ AVHE x Buttondown

AC C e S S i n g AV H E ® https://avhe.health.mil/Citrix/AVHEWeb ﬁ

\v' Details % S tails
k. H

AERO - Bethesda AHLTA - Bethesda APLIS - Bethesda CHCS - Bethesda

Details

COPATH - Bethesda DMLSS - Bethesda DMLSS - Bethesda NMPDC DMLSS - USUHS

Details Details
DMLSS - WRNMMC Old NCA DMLSS SA Tool - Bethesda DMLSS SA Tool - Bethesda DMLSS SA Tool - USUHS
NMPDC
Details Details Details
DMLSS SA Tool - WRNMMC Essentris - Bethesda IMPAX - Bethesda MRRS - Bethesda

Old NCA

TXUSOCWSSF003 % Application Virtualization Hosting Environment (AVHE) % Defense Health Agency (DHA) % FOUO



Accessing AVHE

@ AVHE Buttondown

@ https://avhe.health.mil /Citrix/AVHEWeb *

AVHE Support DHAGSC Remedy 800-600- Essentris - Bethesda CHCS - Bethesda
9332

AHLTA - Bethesda

TXUSOCWSSF003 % Application Virtualization Hosting Environment (AVHE) % Defense Health Agency (DHA) % FOUO
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Advanced

Safari Adjustment 0=/ 9 Qa0 B B m——

General Tabs AutoFill Passwords Search Security Privacy Notifications Extensions Advanced

* You can also use Safari as your main
browser with the below adjustments

Smart Search Field: Show full website address

Page Zoom: 100% <

* Open Safari and click on Safari preferences

Accessibility: Never use font sizes smaller than Y
Press Tab to highlight each item on a webpage
* Go to ‘Advanced’, then check the box Option-Tab highlights each item.
”ShOW Deve|0p menu |n menu ba r) Bonjour: Include Bonjour in the Bookmarks menu

Include Bonjour in the Favorites bar

* (Close the window

Internet plug-ins: v Stop plug-ins to save power

<>

Style sheet: None Selected

<>

Default encoding: Western (ISO Latin 1)

Proxies: = Change Settings...

v Show Develop menu in menu bar t = 1




Safari Adjustment

Click on Develop -> User agent -> Select
mac

@ Safari File Edit View History Bookmarks Window Help

® PY m Open Page With Y — i
i — User Agent >

’ v Default (Automatically Chosen) ‘

Open in Papers

Webmail

W

Sense about
Sepsis | Neon...

Nicholas’s MacBook Pro >
Experimental Features >

AW
Show Snippet Editor

Show Extension Builder

Start Timeline Recording
Start Element Selection {

Empty Caches X $E
Disable Caches

Disable Images

Disable Styles

Disable JavaScript

Disable Extensions

Disable Site-specific Hacks
Disable Local File Restrictions
Disable Cross-Origin Restrictions

Allow JavaScript from Smart Search Field
Allow JavaScript from Apple Events
Allow Remote Automation

Allow Unsigned Extensions

Get Safari Technology Preview

Safari 10.1
Safari —iOS 10 — iPhone

Safari —iOS 10 — iPad

Microsoft Edge

Internet Explorer 10
Internet Explorer 9
Internet Explorer 8
Internet Explorer 7

Google Chrome — Mac

Firefox — Mac
Firefox — Windows

Other...

Google Chrome — Windows

Safari —iOS 10 — iPod touch |

Internet Explorer 11

SPSS Lessons

|Im:

27 Mos
Common J



Windows



PC Initial Setup— Windows 10

1. Download and install (click:) Citrix Receiver . At the end of installation and also after computer
restart it will ask you if you want to ‘Add an Account’. No. Just click Finish/Don’t Ask Again.

2.Download and install (click:) DOD Certificates This link has picture instructions and to get the
file, click link, and scroll down to where it says “Download InstallRoot 5.2 from” and select the
link that says ‘MilitaryCAC’




Webmail

* To access work email go to https://web.mail.mil and select email
certificate and enter pin (does not need Citrix for email access).

* Questions or concerns please contact me at
nicholas.j.wells12.mil@mail.mil




